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Aim of this policy 
The aim of this policy is to set guidelines on staying safe online and to ensure staff are aware 
of potential dangers when online.  

Introduction 
Each year the way technology informs our lives is growing. Children easily adapt to new 
technologies and are often confident in using technology such as tablets and Ipads.   At 
home, technology is changing the way children live and the activities in which they choose to 
partake; these trends are set to continue. We recognise that children are often more at risk 
when using technology at home and as a school we need to educate our pupils on how to 
stay safe online. We shall inform those people who work with our children beyond the school 
environment (parents, friends and the wider community) to be aware of potential dangers 
and to assist in this process. 

While developing technology brings many opportunities, it also brings risks and potential 
dangers of which we need to be aware of. Some are listed below: 

• Access to illegal, harmful or inappropriate images or other content 

• Unauthorised access to / loss of / sharing of  personal information 

• The risk of being subject to grooming by those with whom they make contact on 
the internet.  

• The sharing / distribution of personal images without an individual’s consent or 
knowledge 

• Inappropriate communication / contact with others, including strangers 

• Cyber-bullying and bullying through mobile phones 

• Access to unsuitable video / internet games 

• An inability to evaluate the quality, accuracy and relevance of information on the 
internet 

• Plagiarism and copyright infringement 

• Illegal downloading of music or video files 

• The potential for excessive use which may impact on social and emotional 
development and learning. 

Staffing 

The safeguarding co-ordinators (Fiona Rigby, Lynne Biggs and Miriam Cocker) will deal with 
any major safeguarding issues which need addressing and will decide on actions to be taken. 
Should an issue arise it is the down to the staff to inform the safeguarding co-ordinators.  

The e-safety co-ordinator is the PSHE subject leader. It is their responsibility to:  
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 Review and monitor this e-safety policy.  

 Consider any issues relating to school filtering  

 Inform staff of any new developments which may help with safeguarding in school 

 provides training and advice for staff and members of the community 

 liaises with school ICT technical staff and the ICT subject specialist 

 

It is the class teacher’s responsibility to:  
  ensure they have an up to date awareness of e-safety matters and of the current 

school e-safety policy and practices 

 they have read, understood and signed the school’s Acceptable Use Policy for staff  

 they report any suspected misuse or problem to the safeguarding team  

 digital communications with students (email / Virtual Learning Environment (VLE) / 
voice) should be on a professional level and only carried out using official school 
systems  

  ensure e-safety issues are embedded in the curriculum and other school activities 

 

As a school we must ensure that the correct filters are in place so that pupils cannot 
access unsuitable websites.  

 

Email 
 

E-mails are becoming a quick and reliable way to communicate with others. As a staff it is 
important that we use e-mails responsibly and that we teach our pupils to do the same. 
Pupils should be taught what to do if they receive an e-mail from someone they do not 
know and how to keep their personal information safe.  Here are some examples of what we 
do at St. Catherine’s School:  

 access in school to external personal e-mail accounts may be blocked 
 E-mail sent to external organisations should be written carefully and authorised 

before sending, in the same way as a letter written on school headed paper 
 The forwarding of chain letters is not permitted 
 Users must immediately report, to their class teacher / e-safety coordinator – in 

accordance with the school policy the receipt of any email that makes them feel 
uncomfortable, is offensive, threatening or bullying in nature and must not respond 
to any such email.  

 
Social Networking  
Staff are advised to follow the guidelines set in the Social Networking Policy.  



St Catherine’s Catholic Primary School 

Page 4 of 4 

Internet usage and instant messaging on mobile phones 
 

Instant messaging and apps such as Instgram and Snapchat are becoming increasing 
popular with young people who have a mobile phone.  It is important to advise and educate 
our pupils on what to do if they receive something they are not comfortable with. Mobile 
phone usage is not allowed within school and any safeguarding incidents on mobile phones 
between pupils out of school will be dealt with by the safeguarding team.  
 
Use of digital cameras and video cameras in school 
It is the responsibility of the staff to ensure that images and videos are used for educational 
purposes only. 
 
Parents are asked not to use digital cameras and camera phones when events are on in 
school for the safety of our pupils.  
 
Photographs and videos of pupils will only be published with permission of the parents of 
that pupil. Examples of this are photos for our school website and newsletter.  
 

Virtual Learning Environment (VLE) 

 Children in St Catherine’s Catholic Primary have access to Moodle, a Virtual Learning 
Environment. Children are given their own username and password so this can be accessed 
at home.   

 User accounts and access rights can only be created by the school administrator and 
by LA administrators. 

 Pupils are advised on acceptable conduct and use when using the learning platform.  
 Only members of the current pupil, parent/carers and staff community will have 

access to the VLE.  
 When staff, pupils etc leave the school their account or rights to specific school areas 

will be disabled (or transferred to their new establishment if possible / appropriate).  

Any concerns with staff of pupils using the VLE will be addressed by SLT 

 
 

 

  


